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STANDARD MODUS OPERANDI n° R4-023-00

A. OBJECT

This procedure explains how to change permanently parameters on the C:\SYSTEM partition
on your Chromatotec computer.

This procedure must be done before doing modification on the C:\SYSTEM partition (for
instance before changing date and hour, IP address, installing a new software, installing a new
driver for Windows...).

B. APPLICATION FIELD

The explanations will be divided in 3 different chapters, depending on the computer used:
e For MKII computers, running with Windows XP Embedded
e For MKIII computers, running with Windows 7 Embedded
e For MKIV computers, running with Windows 10 Embedded

C. PROCEDURE FOR MK Il COMPUTERS (WINDOWS XP)

1. Restart the computer

2. Log off Chromatotec’s session

a. Start | #/start

b' ShUtdOWn @l Shuk Do, ..
C. Log off Chromatotec

Shut Down Windows

XpP

Copyright © 1985-2001 -* M

@ \What do wou want the computer bo do?

Log off Chromatotec

Ends waur session, leaving the computer running an

Full power,
(04 I Cancel Help

3. Then, log on with a new User name.
User name: administrator
Password: 1234
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Open the program named “command prompt” in the toolbar

rnmand Prormpt

distart| (G 5 @ > |Performs text-based (command-ine) Functions. | ‘ a| @| e 7% 132
::l =] E = E mardi

5. In this program, write “commitcf” as shown in the picture below d press enter.

|
il =« Command Prompt

Microsoft Windows XP [Uerszion 5.1.26681
B<C> Copyright 1985-2881 Hicrosoft Corp.

=10/ %]

E:\Ducuments and Settings“Administratordcommitcf

6. The program asks you to restart, write “N” for No and press enter.

Protected Uolume Configuration
Type RAM <(REG>
State DISABLED
Boot Command ENABLE
Parami (5]
Param2 (5]
Uolume ID i B5 B2 20 B0 7E 90 AP PP O BB AP PO PO PO BO
Device Name "\DevicesHarddiskVolume4" [C:]
Max Levels i
Clump Size 512
Current Level N/A

Memory used for data 8 b

yte
Memory used for mapping @ b

ytes

To reactivate the CompactFlash filtering write, you must restart the computer.
Restart computer now 7 (¥Y-/N):

7. Do the modifications you want on the computer (example: change Windows time,
change the IP address, install a new software, install a driver on Windows, ...)

\ Important Remark: these modifications will not be saved, until you restart the computer!
\ The computer absolutely has to be restarted to have your actions saved.

8. RESTART THE COMPUTER

New parameters modified on the C:\SYSTEM are now saved on the
computer.
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D. PROCEDURE FOR MK 11l COMPUTERS (WINDOWS 7)

1. Restart the computer

2. Double click on the icon “Commit” shortcut on the desktop

g ‘; GCCPU-150901103 @

Computer  IRcycle Bin Os: MKIII-R10-V1.0 sg;,f.;

User Name: Chromatotec
F ac IP Address: 192.168.0.183
th

(e

Chromatotec ServiceGC 149

o

ADAM-4000...
Utility

k9
7!

Commit UnitManage...
- Shortcut

12

ey

| 7 P
Vistachrom

149

—
1:00 PM

B0 0072015

3. The following window opens:

1% User Account Control [
Do you want to allow the following program to make
changes to this computer?

e _ Program name:  Windows Command Processor
Verified publisher: Microsoft Windows
File origin: Hard drive on this computer

To continue, type an administrator password, and then click Yes.

| Administrator
}. TALO ‘ Password

[ H Chromatosud
)

(v) Show details [ ves ][ Mo

4. Enter the password assigned to the administrator account: Airmo-33240 and click on
Yes.
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5. The following window appears:

S ==

Ml N X :

This command will set the current configuration
as default configuration.

6. The program asks you to apply current configuration, write “Y” for yes and press enter.

7. The program asks you to restart, write “N” for No as shown in the picture below and
press enter.

Commit

Hemorskused for data 8 bhytes
Memory used for mapping 8@ hytes

¢ Enabling overlay

IProtected Uolume Configuration
Type RAM (REG>
State DISABLED
Boot Command SNRBLE

Paraml

Param2 a
Uolume ID DC 13 6F B2 96 680 168 06 B0 BB OB BB BB BB A6 6O
Uolume Name "\\?\GLOBALROOT\Device\HarddiskUolumel" [C:]
Max Levels 1
Clump Size 512
Current Level N/A

Memory used for data B bytes
Memory used for mapping 8 hytes

To reactivate the Enhanced Write Filter protection., you must restart the compute
. Restart computer now? [¥Y,.N1?

8. Do the modifications you want on the computer (example: change Windows time,
change the IP address, install a new software, install a driver on Windows, ...)

_ Important Remark: these modifications will not be saved, until you restart the computer!
4 The computer absolutely has to be restarted to have your actions saved.

9. RESTART THE COMPUTER

New parameters modified on the C:\SYSTEM are now saved on the
computer.
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E. PROCEDURE FOR MK IV COMPUTERS (WINDOWS 10)

1. Before doing any modification, double click on the icon “Commit” shortcut on the
desktop

MININT-LCIANCF
Os: (none)

User Name: Chromatotec
IP Address: 10.0.215

2. The following window opens:

UWEUTtility.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

To continue, enter an admin user name and password.

Administrator

MININT-LCIANCPRAdministrator

More choices

Yes MNo

3. Enter the password assigned to the administrator account: Airmo-33240 and click on
Yes.
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4. The following window appears. This window informs on state of the protection.

UWF Status  Wiite-Though  Change Setiings  Overlay Fles  Aboul
Cumrent State

UWF:

Protected Volumes:
Servicing Siate:

Overlay Type:

Max Overlay Size (MB):
Waming Threshold (MB):
Critical Threshold (MB):
Persist Domain Secret Key:

Persist TSCAL:

Enabled
C:

OfF
RAM

Disable UWF

Nexi State

UWF: Enabled
Protected Volumes: ¢
Servicing State: oF
Overlay Type: RaM

Max Overlay Size (MB):
Waming Threshold (MB):
Cntical Threshold (MB):
Persist Domain Secret Key:

Persist TSCAL:

Enable Servicing

Disable Servicing

¥ UWFUtility

UWF Status  Write-Through  Change Settings  Overlay Files  About

Current State

UWF:

Protected Volumes:
Servicing State:

Overlay Type:

Max Overlay Size (MB):
Waming Threshold (MB):
Critical Threshold (MB):

Persist Domain Secret Key:

Persist TSCAL:

Enabled

Enable UWF

Disable UWF

A system reboot is required to disable UWF

Next State

UWF:  Disabled

Protected Volumes: C:

Servicing State: Of
Overlay Type:
Max Overlay Size (MB):
Waming Threshold (MB):
Critical Threshold (MB):
Persist Domain Secret Key:

Persist TSCAL:

Enable Servicing

Disable Servicing

6. Then, close “UWF Ultility software” and restart computer to deactivate the protection.
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7. After restarting the computer, if you double click again on the icon “Commit” shortcut
on the desktop, configuration of the protection will be like in picture below :

¥ UWFUtility

UWF Status  Wiite-Through  Change Settings  Overay Fles  About

Current State Next State

UWF:  Disabled UWF:  Disabled

Protected Volumes: C: Protected Volumes: C:
Servicing State: Of Servicing State: Off
Overlay Type: RAM Overlay Type: RAM
Max Overlay Size (MB): Max Overlay Size (MB):
Waming Threshold (MB): ‘Waming Threshold (MB):
Critical Threshold (MB): Critical Threshold (MB):
Persist Domain Secret Key: Persist Domain Secret Key:

Persist TSCAL: Persist TSCAL:

Enable UWF Disable UWNF Enable Servicing Disable Servicing

Warning: Reading Write-through files/folders loop catch

8. Now, computer is ready to accept the modification of parameters on C partition:
software installation, Adjustment of IP address, Installation of a new driver on

Windows, ...

9. To finish with, go back on “Commit” application. Click on “Enable UWF” to obtain the
configuration below. The goal of this action is to ask Windows to activate again the
protection, after the next computer restart to protect the system from unattended virus.

¥ UWFULlity

UWF Status  Write Through  Change Settings  Overlay Files  About

% Current State Next State

UWF:  Disabled UWF:  Enabled
Protected Volumes: ¢ Protected Volumes: C:
Servicing State: 0f Servicing State: Off
Overlay Type: RAM Overlay Type: RAM
Max Overlay Size (MB): Max Overlay Size (MB):
‘Waming Threshold (MB): Warmning Threshold (MB):
Critical Threshold (MB): Critical Threshold (MB):

Persist Domain Secret Key: Persist Domain Secret Key:

Persist TSCAL: Persist TSCAL:

Enable UWF Disable UWF Enable Servicing Disable Servicing

A system reboot is required to enable UWF

10. Then, close the window and restart computer to re-activate the protection.

New parameters modified on the C:\SYSTEM are now saved on the
computer.
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